Data Protection Impact Assessment – NHS Confederation
This template follows the process set out in the ICO’s guidance for undertaking a Data Protection Impact Assessment (DPIA), and you should use it alongside that guidance which can be accessed on their website here: ICO - Data Protection Impact Assessments Guidance 
The template should be completed at the beginning of any major project involving the use of personal data, or if you are making a significant change to an existing process, and the final outcomes should be integrated back into your project plan.
Please contact the data protection lead (Penny Coombes) if you need further guidance to complete the DPIA by emailing dataprotection@nhsconfed.org 
Step 1 – Identify the need for a DPIA
	Explain broadly what the project aims to achieve and what type of processing it involves. You may find it helpful to refer or link to other documents, such as a project proposal. Summarise why you identified the need for a DPIA.

	
The project will be to build a Candidate Monitoring Tool for the Step into Health programme. This enables members of the Armed Forces community to register with the programme, enter their job requirements and be connected to employers in their region. This also helps our employers to track their engagement with this community, recording their conversations, any work placements and what the outcomes of these are. NHS Employers will have access to all data for reporting and administration purposes.

This project will process candidate’s contact and Armed Forces community employment data. The associated data and processing does not represent a high risk to the rights and freedoms of individuals concerned (see link to ICO DPIA). Thus a DPIA is not necessary or will need to be shared with the ICO.  However, NHS Confederation project initiation processes request a DPIA to be completed to ensure data protection risks are considered and “Privacy by design” is built into the project plans. 



Step 2: Describe the processing
	Describe the nature of the processing: how will you collect, use, store and delete data? What is the source of the data? Will you be sharing data with anyone? You might find it useful to refer to a flow diagram or another way of describing data flows. What types of processing identified as likely high risk are involved?

	See file below for project scope.




The data from the Armed Forces community will be provided by the user when registering, this will include:

· Name, contact details, Armed Forces community description (veteran, service leaver, spouse, dependant, cadet), service number (for veterans & service leavers), rank, military branch (Army, Navy, RAF, Royal Marines), date of leaving or date available, current location, location of interest, job type, role areas of interest, looking for (work placement, job opportunities, apprenticeships, interview support, application support), source of referral (event, individual contact, social media, referral through charity). 

Employers will be able to record their engagements with individuals including:

· Details of phone calls
· Work placements
· Event meetings

Employers will be able to refer candidates to other employers via email, although no data will leave the system, they will receive a notification prompting them to log into the tool.

Employers having access to the tool will be required to complete a data sharing agreement.

NHS Employers will have control of who has access to the data and this will be reviewed on a 6 monthly basis.

No high-risk data processing will be undertaken. 



	Describe the scope of the processing: what is the nature of the data, and does it include special category or criminal offence data? How much data will you be collecting and using? How often? How long will you keep it? How many individuals are affected? What geographical area does it cover?

	
No special or criminal offence data is stored.

The numbers of people expected to register with the people is unknown at present but based on our average web hits per month this could be in the thousands. Users will have full control to edit and close down their data at any time. This will then delete their personal information but for reporting purposes, a ghost account with the outcomes of their engagement/non-personal data will endure. A data retention policy will be agreed as by the project team. 

The tool is open to anyone serving or past member of the UK Armed Forces and their families (18 years and above).



	Describe the context of the processing: what is the nature of your relationship with the individuals? How much control will they have? Would they expect you to use their data in this way? Do they include children or other vulnerable groups? Are there prior concerns over this type of processing or security flaws? Is it novel in any way? What is the current state of technology in this area? Are there any current issues of public concern that you should factor in? Are you signed up to any approved code of conduct or certification scheme (once any have been approved)?

	This project does not process data from children or vulnerable groups or involve processing data in a novel or insecure way. The legal basis for processing will be legitimate business interest and the subjects will be able to request processing to cease at any time.

A Privacy Notice will give details of how their data will be processed and shared.

The Assurance Board reviewed the proposed tool and provided full sign off – no concerns were raised throughout the process. There were no existing tools that provided us with what we were looking for hence the bespoke build.

Information entered into the system will be voluntarily provided by the individual and they will retain full control over the edit and deletion of their record (as above).



	Describe the purposes of the processing: what do you want to achieve? What is the intended effect on individuals? What are the benefits of the processing for you, and more broadly?

	Step into Health provides an access pathway to the NHS for those individuals from the Armed Forces community. We work with employers to support them embed recruitment activity to do this. Our contract to lead Step into Health nationally runs until end March 2020 and we are currently in discussion to extend this. The programme is funded through 4 sources – NHS England, NHS Improvement, NHS Leadership Academy and the Royal Foundation. It has a governance structure comprising an Assurance Board and a Stakeholder Reference Group.


We want to ensure the tool provides a more robust reporting mechanism for NHS Employers and our employers. We want to provide a better experience for those from the Armed Forces community taking part in the programme.



Step 3: Consultation Process
	Consider how to consult with relevant stakeholders: identify who the stakeholders are. Describe when and how you will seek individuals’ views – or justify why it’s not appropriate to do so. Who else do you need to involve within your organisation? Do you need to ask your processors to assist? Do you plan to consult information security experts, or any other experts?

	
We have convened a task and finish group including members of the Step into Health programme team and employers. They will be utilised through building the spec, the tender process and testing phases.

We have a network of members of the Armed Forces community who will be used during testing phases.

Our Assurance Board provide final sign off for the tool including spec, budget and final option.



Step 4: Assess necessity and proportionality
	Describe compliance and proportionality measures, in particular: what is your lawful basis for processing? Does the processing actually achieve your purpose? Is there another way to achieve the same outcome? How will you prevent function creep? How will you ensure data quality and data minimisation? What information will you give individuals? How will you help to support their rights? What measures do you take to ensure processors comply? How do you safeguard
any international transfers?

	The legal basis for processing will be legitimate business interest and the subjects will be able to request processing to cease at any time. A Privacy Notice will give details of how their data will be processed and shared and provide details of their rights.

Data is held securely on UK based servers.

Employers having access to the tool will be required to complete a data sharing agreement which will be actively managed for the duration of the project.

We will only request data to be input from those areas that are needed to ensure we meet our aims. The data requested has been devised by our task and finish group over several weeks.

Only specific outcomes listed in the document will be recorded and reported on.

The individual’s data will be kept up to date by them and they have full ownership. On registration individuals will be asked to agree to the relevant statements provided by our GDPR officer and all employers will be required to sign a data sharing agreement, updated every 6 months.

We will monitor the usage of the tool in-house and provide help/support to all users with the tools designers available to make any changes on a bill-back basis.






Step 5: Identify and assess risks

	Describe the source of risk and nature of potential impact on individuals. Include associated compliance and corporate risks as necessary.
	Likelihood of harm
Remote, possible or probable
	Severity of harm
Minimal, significant or severe
	Overall Risk
Low, medium or high

	
Data breach – reveal location and personal details of users of the system.


	
Remote



	
Minimal



	
Low






Step 6: Identify measures to reduce risk
Identify additional measures you could take to reduce or eliminate risks identified as medium or high risk in step 5.
	Risk
	Options to reduce or eliminate risk
	Effect on risk
Eliminated, reduced or accepted
	Residual risk
Low, medium or high
	Measure approved
Yes/no

	
Data breach






	
Specification in contract to website builders to use appropriate technical measures.

	
Reduced




	
Low




	
Yes







Step 7: Sign off and record outcomes

	Item
	Name / Date
	Notes

	Measures approved by:
	Gemma Wright – March 2019
	Integrate actions back into project plan, with date and responsibility for completion

	Residual risks approved by:
	Gemma Wright – March 2019
	If accepting any residual high risk, consult the data protection lead before going ahead

	Data protection lead advice provided:
	Rob Stead – June 2019
	Data protection lead should advise on compliance, step 6 measures and whether processing can proceed

	Summary of data protection lead advice:
DPIA is unnecessary but has been completed as good practice. Final document includes advice in each section. To summarise;
1. The data being processed does not represent a high risk to the rights and freedoms of individuals.
2. Need data sharing agreement with each Employer.
3. Legal basis of processing will be legitimate business interests.
4. Privacy notice should be clear and accessible.
5. Subjects may request processing to cease and have personal data deleted.
6. Appropriate security measures should be built into the Tool.

	Data protection lead’s advice accepted or overruled by:
	Accepted by Gemma Wright – July 2019
	If overruled you must explain your reasons

	Comments:


	Consultation responses reviewed by:
	
	If your decision departs from individuals’ views, you must explain your reasons

	Comments:


	This DPIA will be kept under review by:
	[bookmark: _GoBack]Gemma Wright/Rob Stead
	The data protection lead should also review ongoing compliance with DPIA
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MARCH 2019 


STEP INTO HEALTH – CANDIDATE MONITORING TOOL 
SPECIFICATION  
 
Introduction  


NHS Employers is part of the NHS Confederation and is the authoritative voice of workforce 


leaders, providing expertise in HR and negotiating fairly to get the best deal for patients. 


 We help employers within the NHS to make sense of current and emerging healthcare issues 


and use our expertise to support them in managing transition during health reforms.  We also 


keep employers up to date on the latest workforce thinking, provide practical advice and 


information and generate opportunities to share knowledge and best practice. 


The Step into Health programme supports employers in the NHS to recruit from the Armed 


Forces community (e.g. service leavers, spouses, dependents) by providing tailored access 


routes to employment and training opportunities. As part of this work the team at NHS 


Employers provides tools, guidance and support to NHS organisations so they can engage with 


the Armed Forces community and therefore have a more representative workforce. By 


employing across diverse groups, the NHS can seek to address its workforce supply issues and 


improve patient care as well as the overall performance of its workforce.  


The tool 


We want to create a digital platform for the Step into Health programme that can be used by 


three different audiences: employers within the NHS, the candidate from the Armed Forces 


community and NHS Employers. The digital tool must enable: 


• real time and useful analysis of the interactions with candidates and the Step into Health 


programme for both the local employer and NHS Employers at national level. 


• members of the Armed Forces community (candidates) to register their interest in the 


programme at the point of engagement with the programme. 


• NHS organisations to easily record their interactions with candidates and track them 


through the programme. 


Why do we want to do this? 


Step into Health has grown rapidly since the national launch in January 2018 with 73 


employers now running the programme. As the number of employers has grown so has the 


number of the Armed Forces community members taking part in engagements.  


The ability to understand the number and demographics of the candidates engaging with the 


Step into Health programme and critically, which stage of the journey the candidate is in (see 


example journey below) is vital to evidencing the success of Step into Health both for the 


national co-ordination team and local employer. 
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Example journey: 


 


 


 


NHS organisations should be able to record interactions and track someone’s journey through 


the programme, so they can best advise them on next steps and offer more tailored and 


efficient support. As above, this journey may span multiple NHS organisations across the 


country and there is currently no way to track someone’s route through the programme. 


There is not an average (or ideal) timeframe that a candidate will be involved in the 


programme before commencing employment. A candidate could make an expression of 


interest into Step into Health two years prior to leaving the Armed Forces, as part of their 


preparation for transitioning to a civilian role. Conversely, a candidate may be ready for 


employment with immediate effect.  


For the employer this is essential knowledge to enable appropriate and tailored 


communication with candidates. For the employer and NHS Employers this is critical for 


understanding the context of the data reports.  


Individual employers also need to be able to easily analyse and query their own data (e.g. how 


many work placements they have done and the job/apprenticeship outcomes) in order to 


demonstrate the effectiveness of the programme to their board. This collection of data is 


currently inconsistent, and organisations are finding it difficult to record and update this 


information. This is particularly difficult when the staff member responsible for the programme 


changes, as is often the case in NHS organisations. 


NHS Employers needs accurate data that can be easily queried for the continuous evaluation 


of the programme on a national scale. This information currently gets reported to NHS 


Employers through a manual data return quarterly by each organisation but, as already 


mentioned, this is not as accurate as it could be. It also requires manual interpretation and 


analysis. The information is important in terms of demonstrating return on investment to 


commissioners and future funding of the programme. 


How will this be achieved? 


The tool should: 


FOR EMPLOYERS 


• Provide with a login when pledge received – one per employer. 


• Record work placements/vacancies filled/interactions against candidates records 


and the narrative. 


• Create events and add numbers of attendees. Those attendees wishing to register 


with the programme can do so at the event. 


• Show an candidate history within Step into Health. 


• View a live dashboard of their activity and offer a download feature. 


• Project the pipeline of potential candidates per month, taken from registration 


details. 


FOR NHS EMPLOYERS 


Attends an 
insight day at 
organisation A 


Informal chat 
at 
organisation 
A 


Hears about 
Step into 
Health   


Completes a 
work placement 
at organisation B 


Secures 
employment at 
organisation C 
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• Provide a dashboard for the programme as a whole. 


• Show visual representation with trends/projections. 


• Enable the programme team to run queries from national data. 


• Allow controlled access to employers’ records. 


• Allow NHS Employers to edit functionality of forms, reset passwords for both 


employers & candidates, register new employers and amend details. 


• Be accessed from the NHS Employers website and use our house style/branding. 


FOR ARMED FORCES COMMUNITY (CANDIDATES) 


• Allow registration with the Step into Health programme upon engagement with 


employers. 


• Allow user to update their personal details and preferences at any time and close 


their accounts. 


• Allow employers to get in touch directly. 


Inputting data  
 


• Employers will access the digital tool from the Armed Forces web section of the NHS 


Employers website.  


• The Armed Forces community will access the digital tool from the Step into Health 


website. 


• The tool will need a standard form to allow NHS Employers programme team to 


register employers on the system.   


• The tool will need a standard form to allow employers to add members of the Armed 


Forces community and add specific information based on their engagement.  


• Allow candidate records to be deleted or end dated to omit from search results. 


See appendix one for user journeys. 


 
Generating data  
 


• A dashboard facility will need to be available to both employers and NHS Employers 


programme team.  


• The employer dashboard will show their local information based on data they have 


recorded, and the NHS Employers dashboard will give a national picture.  


• Employers will be able to understand the total number of candidates registered for 


future employment/opportunities and the type of work (e.g. clinical, administration, 


management, facilities).  


• NHS Employers will be able to run queries based on employer and Armed Forces 


community data provided.  


• The dashboards/query results will be downloadable into either PDF or Excel. 


• Candidates will be identified by surname and DOB. 


Guidance, tools and resources for employers  
 


• The tool will provide tips throughout on the importance of completing data accurately 


and how to use it for best effect.  


• The tool will provide a guide on how to analyse the dashboard, its functionality and 


display.  


• The tool will offer guidance linked to GDPR regulations throughout.  



http://www.nhsemployers.org/your-workforce/retain-and-improve/managing-your-workforce/supporting-the-armed-forces-in-the-nhs/step-into-health/resources/branded-materials-and-templates

http://www.nhsemployers.org/your-workforce/retain-and-improve/managing-your-workforce/supporting-the-armed-forces-in-the-nhs/step-into-health/resources/branded-materials-and-templates

http://militarystepintohealth.nhs.uk/

http://militarystepintohealth.nhs.uk/
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• Training guides and structured sessions for various levels of staff will be available prior 


to the tools launch. 


Technical  
 
NHS Employers are open to suggestions for a technical solution for this tool within the limits 
of the requirements outlined in this briefing including: 


 
• Considerations to be made as to how the tool can interface with existing or emerging 


NHS systems, for example the inter-operability with a staff record or applicant tracking 


system. 


• Accessible on the most commonly used IT platforms in the NHS (taking into account 


their systems, firewalls, IE) and compatible with text to voice. 


• The tool should work in modern browsers. Specifically, this should cover recent 


versions of Google Chrome, Mozilla Firefox and Apple Safari, there is also a 


requirement that it will work on Microsoft Internet Explorer 8 and above. 


• The tool should be fully responsive and therefore adapt to the users’ device. 


• The tool will need to be fully accessible for all, including the use of e-readers and for 


those with visual impairments, in line with the NHS Employers website. 


• The tool should be adaptive to new technologies. 


• Usage statistics should be available, to enable us to monitor the use of the tool. 


• The ability to be extended, modified and integrated in the future without reliance on a 


single company or team of people. 


• The final solution should include options and cost for hosting, ongoing support and 


development if relevant to the proposed solution. 


• Identify licensing model and defined ownership rights regarding any custom 


development. NHS Employers would look to retain the IP for the tool. 


• Fully compliant with GDPR & Data Protection legislation. 


Possible structure 
 
NHS Employers is open to recommendations on the overall look of the tool, within the limits 


set out in this paper, and the technical requirements outlined.  


Design 
 


• Visually in line with NHS Employers branding and accessibility standards (specifically 


using colouring most easily read by those with visual impairments). 


• The design and presentation of text should be fully accessible. 


• The look and feel should be clean, uncluttered and easy to read.  


• The graphics generated must be easily downloadable (perhaps as a PDF or exported 


to Excel) so it can be used offline and in Microsoft PowerPoint slides.   


Launch 


• Full launch to be developed and agreed with the Armed Forces programme team 


and communications team.  


• The toolkit is to be designed, developed, tested and ready for launch from July 


2019.  


Future developments 
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As the programme continues to grow we would look to expand the functionality of the tool at 
a later stage to incorporate referrals between employers, actively recruiting to candidates 
and automated communications to those who register with the programme. These 
developments can be considered when building proposals. 
 
Values and behaviours 


 
NHS Employers would expect any company contracted to deliver this piece of work, to 
demonstrate our working values throughout the work; assured, bold, leading, expert, respect 
(appendix two). 
 
Agency response 
 
We are seeking proposals for the tool that cover the following: 
 


• Brief overview of your organisation 


• Example of a similar project or reflecting technical capability 


• Your proposal for the project including approach 


• How you will work with NHS Employers 


• Provisional high-level project plan 


• Cost proposal 


The assessment will be made against the following criteria: 
 
Quality    60% 
Price     40% 
 
Budget 
 
The cost for full delivery of the tool should not exceed £10,000 inc VAT. 
 
Appointment and timings 
 
We are seeking proposals by 5pm on 19th April 2019.  Any responses after this time shall not 
be considered.  
 
We will acknowledge your submission by 26th April 2019. 
 
Shortlisting will take place week commencing 29th April 2019 using the scoring criteria within 
appendix three, with successful proposals being invited to a selection exercise during week 
commencing 13th May 2019. 
 
All costs will be incurred by the bidder and the NHS Confederation will not compensate any 
costs of the tender to the bidder. 
 
 
  







 


6 


 


Registration


Candidate registers with an employer upon engaging via a direct content, event or conference.


Details on 
registration


Registration includes: name, DOB, contact details, Armed Forces community description (veteran, service leaver, spouse, 
dependant, cadet), service number (for veterans & service leavers), rank, military branch (Army, Navy, RAF, Royal Marines), 
date of leaving or date available, current location, location of interest, job type (apprenticeship, full time emp, part time emp), 
role areas of interest, looking for (work placement, job opportunities, apprenticeships, application support), source of referral 
(event, individual contact, social media, referral through charity). GDPR statement.


Updating details


Following registration candidates can login in to amend any details held


Appendix one: User Journeys 
 


Candidates journey 
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Employer journey - recording 


 
  


SITH 
employers


Each organisation is issued with login details by the programme team.


Historical data


Organisation able to record historic data on number of work placements and location, job vacancies filled, at what band and 
title, and number of attendees at events. This will allow employers to establish a baseline.


Engagement –
candidate 
contact


Candidate approaches employer directly or at an event. Employer can search for candidate using surname and DOB. If 
registered previously can update with intervention. If not registered can ask details. GDPR statement.


Data input


Details of contacts can be recorded against each candidate record along with narrative. If engagement is ongoing the system 
allows the facility to keep a chronological narrative. Employers can complete an outcome field when the candidate is either 
employed or takes part in a work placement.
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Dashboard


Each organisation will have access to their own dashboard, showing numbers into work placements, 
numbers into vacancies, numbers attending events, numbers of contacts made, candidates interested in 
their region, a projection of available candidates in per determined periods.


Queries


Each organisation will be able to analyse their own data through bespoke queries. This data will then be 
displayed in numerical and graphical formats, allowing you to download the information to be used in 
presentations/reports.


 


Employer journey – reporting 
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SITH employers


Pledge made to Step into Health, details input into the system which generates organisation specific login details.


Historical data


Programme team able to input historical numerical data on work placements, vacancies filled and contacts with the 
programme to give a baseline.


Dashboard


Dashboard will automatically updated based on data input by employers and registration of service users.


We will be able to query the data to report to the Assurance Board.


NHS Employers journey 
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Appendix two: NHS Employers values 
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Appendix three: Scoring criteria 
 
 
Minimum criteria 
 


Met Not met 


Functionality   


Allows candidates to register with the programme via a web portal.   


Allows candidates to indicate preferences as outlined in user journey.   


Allows candidates editing function and close down feature.   


Allows employers to add historical numerical data as outlined in user journey.   


Allows employers to record free text against candidate records as outlined in 
user journey. 


  


Provides a dashboard for each employer to show their candidates progress 
and results. 


  


Allows NHS Employers to re set logins for employers.   


Allows NHS Employers to see a national dashboard including results of all 
employers using the tool. 


  


Guidance   


User guide provided for employers and NHS Employers team.   


Tool tips included throughout to assist users.   


Technical   


Offers solutions to address connectivity to existing NHS systems.   


Demonstrates accessibility across multiple platforms and devices.   


Allows display of user statistics for NHS Employers.   
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Demonstrates how tool can be developed and built upon.   


Outlines licensing model.   


Complies to GDPR & Data Protection laws.   


Design   


Meets NHS Employers branding and accessibility standards.   


Reports available in multiple formats – PDF, Excel.   


Values   


Demonstrates how the tool/company aligns to NHS Employers values.   


Budget and timescales   


Meets budget requirements.   


Meets timescales for delivery.   


 


Additional criteria Met Not met 


Allows employers to refer candidates across organisations.   


Allows visual representation of employers involved in Step into Health e.g. map 
facility. 


  


Provides automated responses to candidates upon registration.   


Allows employers to actively market vacancies to suitable candidates.   


Provides a projection of available candidates to employers.   


   


 






